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Introduction
This notice outlines how Progressive Credit Union processes your personal information, why we

gather it, how we gather it, how we use and the legal basis, who we share it with and how long we

retain it.
Please take the time to read this notice carefully.

In this notice we use the terms “we” or “our” to refer to Progressive Credit Union Ltd.

Progressive Credit Union Limited is a registered credit union which is regulated by the Central Bank
of Ireland. We are the data controller responsible for your personal data. Progressive Credit Union is
a member-owned financial cooperative, democratically controlled by its members, and operated for
the purpose of promoting thrift, providing credit at competitive rates, and providing other financial
services to its members. Data collection, processing and use are conducted solely for the purpose of
carrying out the above-mentioned objectives.

Data Controller Contact details:

Data Protection Officer:
Progressive Credit Union has appointed a Data Protection Officer to enhance and maintain the
protection and privacy of all personal data the credit union processes. If you have any queries
regarding the use of your personal data you can contact the DPO at any time.

Data Protection Officer contact details:
Data Protection Officer
Progressive Credit Union
43-45 Dublin Street
Balbriggan
Co. Dublin.

Progressive Credit Union is committed to protecting the privacy and security of your personal information.
This privacy notice describes how we collect and use personal data about you during and after your
relationship with us.



What personal data do we use?
We may collect, store, and use the following categories of personal data about you:

Membership

Title First Name  Middle Name

Surname Address Country of Residence

Accommodation Date of Residency Previous Address

Previous Address Country of Residence Email Address Mobile Number
Home Phone Number Date of Birth  Country of Birth

Nationality Gender Marital Status

PPS Number

Family member information

Family member information is collected where a member qualifies because of their relationship with an
existing member.

Family Member Number
Family Member First Name Family Member Surname Family Member Relationship

Family Member Address Family Member Phone Number

Employment Status

Employment Status information is collected when an applicant qualifies because they work in the common
bond area.

Employer information is required to confirm this.

Occupation Employer Name Employer Address

Beneficial ownership; PEP (Politically Exposed Person) and Source of Funds information

Is Beneficial Owner Member Beneficial Owner Title Beneficial Owner First Name

Beneficial Owner Surname  Beneficial Owner Address

Beneficial Owner Country  Beneficial Owner Date of Birth Beneficial Owner Relationship
Beneficial Owner Contact Number Beneficial Owner PPS Beneficial Owner Country of Tax Residence

Beneficial Owner TIN Confirm Beneficial Owner Member PEP



PEP Details  Member Join Reason Member Payment Type
Source of Funds Type Source of Wealth Type Member Tax Resident

Country of Tax Residence TIN

Member preferences and Confirmations

Photograph Consent

Confirm Depositor Guarantee Scheme Confirm EU Regulations Reason for Joining
Text Marketing Permitted  Email Marketing Permitted Phone Marketing Permitted

Post Marketing Permitted  Opt Out Legitimate Interest Promotion (Sign up for monthly draw)
Sign UP for Online Access Prefer Electronic Statement Prefer Electronic AGM Booklet
Truthfulness Confirmation = Complete

Nomination Information

Nomination First Name Nomination Middle Name  Nomination Surname

Nomination Address Nomination Date of Birth Nomination Relationship

Nomination Details Nomination Contact Number Is Nominee Member

Identity documents and document verification
Proof of address document / photo / scan

Proof of PPSN (Optional)document / photo /scan
Identity document

Photo taken on device with biometric measurements using Jumio.

Online Banking Data

The following data is stored unencrypted in Online Banking Database Server.

DeviceGeneratedID: GUID generated by Progress to identify the app instance. It does not identify a single
device. Every time the app is deleted and installed again, it generates a new DeviceGeneratedID

PBMembershipApplication_ID: ID of membership application in Progress Banking

FCMToken: ID generated by Google Firebase to identify an instance of the app. Used exclusively for the
delivery of Push Notifications. Every time the app is deleted and installed again it generates a new FCMToken

ApplicationDateTime: Date and Time the application form was successfully submitted

IdentifyVerificationStatus: Status of the identify verification



JumiolDScanReference: ID of the identity verification in Jumio

JumiolDDocTye: Type of Document sent to Jumio as part of the identity verification
OriginlPAddress: User’s IP Address

MembershipApplicationStatus: Status of the membership application in Progress Banking
Mobile Number: User’s mobile number

Mobile Number Validation Date: Date Time the user has successfully verified the mobile number via the
verification code sent by SMS

We need all the categories of information in the list above to allow us to; identify you, contact you, comply with our
legal obligations and in order to perform our contract of providing financial services to you.

How Your Data is collected?

This data is collected directly from you when you download the Progressive Credit Union App or visit Progressive Credit
Union’s Website and initiate a membership application.

Purpose for which we process your personal data.
The credit union will use your personal data to assist it in carrying out the following:

e To open and maintain an account for you.

e To meet our obligations under the Credit Union’s Standard Rules.

e To contact you in respect of your account and any product or service you avail of.

e To comply with our legal obligation for example anti-money laundering obligations.

e Verifying the information provided by you in the application.

e |n order to purchase loan protection and life savings protection from ECCU.

e We may use credit scoring techniques [and other automated decision-making systems] to either
partially or fully assess your application.

e Providing updates on our loan products and services by way of directly marketing to you.

e When acting as an insurance intermediary, to meet our obligations.

We may also collect, store and use the following “special categories” of more sensitive personal information:
e Information about your health, including any medical condition and sickness.
e Biometric data to verify your identity

How we use particularly sensitive personal data.

“Special categories” of particularly sensitive personal data require higher levels of protection. We need to
have further justification for collecting, storing and using this type of personal data. We may process special
categories of personal data in the following circumstances:

1. In limited circumstances, with your explicit written consent.
2. Where we need to carry out our legal obligations and in line with our data protection policy.
3. Where itis needed in the public interest, and in line with our data protection policy.

Less commonly, we may process this type of information where it is needed in relation to legal claims or
where it is needed to protect your interests (or someone else’s interests) and you are not capable of giving
your consent, or where you have already made the information public.



How secure is my information with third-party service providers?

All our third-party service providers are required to take appropriate security measures to protect your
personal data in line with our policies. We do not allow our third-party service providers to use your
personal data for their own purposes unless they are deemed to be controllers in their own right. We
only permit them to process your personal data for specified purposes and in accordance with our
instructions. Usually, information will be anonymised but this may not always be possible. The recipient
of the information will also be bound by confidentiality obligations.

Data Security, Integrity and Confidentiality

Progressive Credit Union has implemented all necessary physical and technical measures to ensure all data
is secure and remains confidential. Progressive Credit Union’s Officers undertake yearly training to ensure
compliance with all policy and procedures relating to Data Protection. Progressive Credit Union monitors
and reviews these measures annually.

If you fail to provide personal data

If you fail to provide certain information when requested, we may not be able to perform the contract we
have entered into with you or we may be prevented from complying with our legal obligations.

Change of purpose
You can be assured that we will only use your data for the purpose it was provided and in ways compatible
with that stated purpose. If we need to use your personal data for an unrelated purpose, we will notify you
and we will explain the legal basis which allows us to do so.

Profiling
We sometimes use systems to make decisions based on personal data we have (or are allowed to collect
from others) about you. This information is used for loan assessment, provisioning, anti-money laundering
purposes and compliance with our legal duties in those regards. We also carry out profiling in order to
tailor our marketing to you by post, where we retain consent to do so.

Data Retention Periods
We will only retain your personal data for as long as necessary to fulfil the purpose(s) for which it was
obtained, taking into account any legal/contractual obligation to keep it. Where possible we record how
long we will keep your data, where that is not possible, we will explain the criteria for the retention period.
This information is documented in our Retention Policy.
Once the retention period has expired, the respective data will be permanently deleted. Please see our
retention periods below:

e Membership Application Forms — this documentation will be retained for a period of 6 years after
the relationship with the member has ended

e Nomination Forms — this documentation will be retained for a period of 6 years after the relationship
with the member has ended

e Partially Completed Membership Application Forms — this data will only be retained for 3 months
before permanent deletion

e Rejected Membership Application Forms — this documentation and/or data will only be retained for
3 months before permanent deletion.



e |CB and CCR reports — this documentation will be retained in conjunction with the application for an
overdraft for 6 years from the date to which it relates.

e Accounting records required to be kept further to the Credit Union Act, 1997 (as amended) must be
retained for not less than six years from the date to which it relates.

e The money laundering provisions of Anti-Money Laundering legislation require that certain
documents must be retained for a period of five years after the relationship with the member has

ended.

e We keep income tax records for a period of six years after completion of the transactions to which
they relate.

e CCTV footage which is used in the normal course of business (i.e. for security purposes) for one
month. We may retain CCTV footage for longer than one month where there is an unresolved dispute

or the footage has been requested by A Garda Siochdna.

e Telephone recordings are kept for 6 years from the date to which it relates.

Planned data transmission to third countries (i.e. places outside of the European Economic Area)

Progressive Credit Union’s sub-processor used to verify your Identity documents has storage servers in the
US and India, enhanced security measures are in place to ensure your data is secure.

Progressive Credit Union uses three sub processors to facilitate online banking and online membership services
these sub-processors are as follows:

e Jumio Corporation — used to verify biometric data from ID documents uploaded by potential members
e Docusign Inc — used to enable members to sign loan documents online
e Twilio Inc — used to facilitate SMS verification codes for compliance with Strong Customer Authentication

These transfers are made using Standard Contractual Clauses set out in our internal data processing
agreements with the sub processors named above. These Standard Contractual Clauses demonstrate the
requirement for the Data Importer to implement enhanced technical and organisational security measures to
ensure adequate safety of all personal data.

Progressive Credit Union requires all third parties to respect the security and confidentiality of personal data
disclosed to them. Third-party service providers may only process such personal data for specified purposes and
in accordance with Progressive Credit Union’s instructions.

Updates to this notice

We will make changes to this notice from time to time, particularly when we change how we use your
information, and change our technology and products. You can always find an up-to-date version of this
notice on www.progressivecu.ie or you can ask us for a copy.



http://www.progressivecu.ie/

Our use and sharing of your information

We will collect and use relevant information about you, your transactions, your use of our products and
services, and your relationships with us. We will typically collect and use this information for the following
purposes:

Administrative Purposes: The credit union will use the information provided by you, either contained in
this form or any other form or application, for the purpose of assessing this application, processing
applications you make and to maintain and administer any accounts you have with the credit union.

Security: In order to secure repayment of the loan, it may be necessary to obtain security such as a charge
on your property or other personal assets.

Third parties: The credit union may appoint external third parties to undertake operational functions on
our behalf. We will ensure that any information passed to third parties conducting operational functions
on our behalf will be done with respect for the security of your data and will be protected in line with data
protection law.

Guarantors: As part of your loan conditions we may make the requirement for the appointment of a
guarantor, a condition of your loan agreement, in order to ensure the repayment of your loan. Should
your account go into arrears, we may need to call upon the guarantor to repay the debt in which case, we
will give them details of the outstanding debt. If your circumstances change it may be necessary to contact
the guarantor.

Irish League of Credit Unions (ILCU) Affiliation: The ILCU (a trade and representative body for credit
unions in Ireland and Northern Ireland) provides professional and business support services such as
marketing and public affairs representation, monitoring, financial, guidance, compliance, risk, learning and
development, and insurance services to affiliated credit unions. As this credit union is affiliated to the
ILCU, the credit union must also operate in line with the ILCU Standard Rules (which members of the credit
union are bound to the credit union by) and the League Rules (which the credit union is bound to the ILCU
by). We may disclose information in your application or in respect of any account or transaction of yours
from the date of your original membership to authorised officers or employees of the ILCU for the purpose
of the ILCU providing these services to us.

The Privacy Notice of ILCU can be found at www.creditunion.ie

The ILCU Savings Protection Scheme (SPS): We may disclose information in any application from you or
in respect of any account or transaction of yours from the date of your original membership to authorised
officers or employees of the ILCU for the purpose of the ILCU providing these services and fulfilling
requirements under our affiliation to the ILCU, and the SPS.

Electronic Payments: If you use our electronic payment services to transfer money into or out of your
credit union account or make payments through with your debit card into your credit union account, we
are required to share your personal data with our electronic payment service provider Intesa San Paolo,
Realex and Elavon.

Insurance: As part of our affiliation with the ILCU, we purchase insurance from ECCU Assurance DAC
(ECCU), a life insurance company, wholly owned by the ILCU. This includes Life Savings (LS), Loan
Protection (LP), and optional related riders (where applicable).



http://www.creditunion.ie/

If you choose to take out a loan with us, it is a term of your membership, by virtue of our affiliation with
the ILCU that the credit union will apply to ECCU for Loan Protection (LP). In order that we apply for LP it
may be necessary to process ‘special category’ data, which includes information about your health. This
information will be shared with ECCU to allow it deal with insurance underwriting, administration and
claims on our behalf.

Member Service: We may use information about your account to help us improve our services to you.

Debit or ATM Card: If you have a Progressive Credit Union debit or ATM card, we will share transaction details with
companies which help us to provide this service.

Tax liability: We may share information and documentation with domestic and foreign tax authorities to
establish your liability to tax in any jurisdiction. Where a member is tax resident in another jurisdiction the
credit union has certain reporting obligations to Revenue Commissioners under the Common Reporting
Standard. Revenue will then exchange this information with the jurisdiction of the tax residence of the
member. We shall not be responsible to you or any third party, for any loss incurred as a result of us taking
such actions. Under the “Return of Payments (Banks, Building Societies, Credit Unions and Savings Banks)
Regulations 2008” credit unions are obliged to report details to the Revenue in respect of dividend or
interest payments to members, which include PPSN where held.

Regulatory and statutory requirements: To meet our duties to the Regulator, the Central Bank of Ireland,
we may allow authorised people to see our records (which may include information about you) for
reporting, compliance and auditing purposes. For the same reason, we will also hold the information about
you when you are no longer a member. We may also share personal data with certain statutory bodies
such as the Department of Finance, the Department of Social Protection and the Financial Services and
Pensions Ombudsman Bureau of Ireland, the appropriate Supervisory Authority if required by law.

Purpose of the loan: We are obliged to ensure that the purpose of the loan falls into one of our categories
of lending.

Compliance with our anti-money laundering and combating terrorist financing obligations: The
information provided by you will be used for compliance with our customer due diligence and screening
obligations under anti-money laundering and combating terrorist financing obligations under The Money
Laundering provisions of the Criminal Justice (Money Laundering and Terrorist Financing) Act 2010, as
amended by Part 2 of the Criminal Justice Act 2013 (“the Act”) and any subsequent Anti Money Laundering
legislation.

Audit: To meet our legislative and regulatory duties to maintain audited financial accounts, we appoint an
external and internal auditor. We will allow the internal and external auditor to see our records (which
may include information about you) for these purposes.

Nominations: The Credit Union Act 1997 (as amended) allows members to nominate a person(s) to receive
a certain amount from their account on their death, subject to a statutory maximum. Where a member
wishes to make a nomination, the credit union must record personal data of the nominees in this event.

Incapacity to Act on your account: The Credit Union Act 1997 (as amended) provides, in the circumstances
where you become unable to transact on your account, due to a mental incapability and no person has
been legally appointed to administer your account, that the Board of Directors may allow payment to
another who it deems proper to receive it, where it is just and expedient to do so, in order that the money
be applied in your best interests. In order to facilitate this, medical evidence of your incapacity will be




required which will include data about your mental health. This information will be treated in the strictest

confidentiality.

Credit Reporting: Where a loan and/or Overdraft is applied for in the sum of €2,000 or more, the credit
union is obliged to make an enquiry of the Central Credit Register (CCR) in respect of the borrower. Where
a loan is granted in the sum of €500 or more, the credit union is obliged to report both personal details

and credit details of the borrower to the CCR.

Credit Assessment and Credit Reference Agencies:
When assessing your application for a loan and/or
overdraft, as well as the information referred to above
in credit assessment, the credit union also utilises
credit data from credit referencing agencies such as
the Irish Credit Bureau and the Central Credit Registrar
(See legal duty).

Our legitimate interest: The credit union, for its
own benefit and therefore the benefit of its
members, must lend responsibly and will use
your credit scoring information in order to
determine your suitability for the loan applied
for. When using the service of a credit
referencing agency we will pass them your
personal details and details of your credit
performance.

ICB are using Legitimate Interests (GDPR Article 6 (f))
as the legal basis for processing of your personal and
credit information.

Please review ICB’s Fair Processing Notice which is
available at http://www.icb.ie/pdf/FairProcessing
Notice.pdf It documents who they are, what they do,
details of their Data Protection Officer, how they get
the data, who they share it with, what entitles them to
process the data (legitimate interests), what happens
if your data is inaccurate and your rights i.e. right to
information, right of access, right to complain, right to
object, right to restrict, right to request erasure and
right to request correction of your personal data.

These Legitimate Interests are promoting greater
financial stability by supporting a full and
accurate assessment of loan applications, aiding
in the avoidance of over-indebtedness, assisting
in lowering the cost of credit, complying with and
supporting compliance with legal and regulatory
requirements, enabling more consistent, faster
decision-making in the provision of credit and
assisting in fraud prevention.

Debt Collection: Where you breach the loan
agreement, we may use the service of a debt
collection agency, solicitors or other third parties to
recover the debt. We will pass them details of the
loan application in order that they make contact
with you and details of the indebtedness in order
that they recover the outstanding sums.

We may use a tracing agent to locate you in the
event that you fail to make repayments on your loan
and or fail to make contact with the credit union.

Our legitimate interest: The credit union, where
appropriate will necessarily take steps to recover a
debt to protect the assets and equity of the credit
union
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Judgements Searches: We carry out searches on
the Land Registry for any judgements against your
property, in order to assess your credit worthiness
to repay a loan.

Our legitimate interest: The credit union, for its
own benefit and therefore the benefit of its
members, must lend responsibly and will use your
credit history in order to determine your suitability
for the loan applied for. In carrying out such a
search we can better determine your overall
financial position in order to lend to you.

CCTV: We have CCTV footage installed on the
premises with clearly marked signage. CCTV is used
by the credit union in line with our policies, to
protect the assets and security of the credit union
and to ensure accuracy of member transactions.

Our legitimate interest: With regard to the nature
of our business, it is necessary to secure the
premises, property herein and any staff
/volunteers/members or visitors to the credit union
and to prevent and detect fraud.

Voice Recording: We record phone conversations
both incoming and outgoing for the purpose of
verifying information and quality of service.

Our Legitimate interest: To ensure a good quality of
service, to ensure that correct instructions were
given or taken due to the nature of our business and
to quickly and accurately resolve any disputes.

Marketing and Market Research

To help us improve and measure the quality of our products and services we undertake market research

from time to time. This may include using the Irish League of Credit Unions and/or specialist market
research companies. Marketing preferences forms are provided to members at membership application,
loan application and Online banking application stages. If you wish to avail of these preferences you can
ask in branch or select your preferences online at any time.

Art Competition
This credit union is involved with the Art competition in liaison with the ILCU. Upon entry you will be
given further information and asked for your consent to the processing of personal data. Your
information is processed only where you have given consent. Where the person providing consent is
under 16 years old, we will ask that the parent/legal guardian provide the appropriate consent. A
separate privacy notice is included in all Art Competition entry forms.

Schools Quiz

This credit union is involved in the Schools Quiz in liaison with the ILCU. The Schools Quiz is open to
entrants aged 4 to 13 years old. Upon entry parent/legal guardians will be given further information and
asked for their consent to the processing of their child’s personal data. This information is processed
only where consent has been given. Where the person providing consent is under 16 years old, we will
ask that the parent/legal guardian to provide the appropriate consent. A separate privacy notice is

included in all School Quiz entry forms.

Cookies Usage

Progressive Credit Union’s website use both First and third-party cookies.
First party cookies are owned and created by the website you're viewing- in this case by the Credit

Union.

Third party cookies are owned and created by an independent company, usually a company providing a

service — such as Google Analytics.




We use cookies for the correct operation of our website as well as to understand how this website is
used so that we can continue to improve it.

For more information view the cookies consent pop up on our website www.progressivecu.ie
Identity Verification
Progressive Credit Union’s online membership application process requires you to upload your identity

documents and a photograph. With your explicit consent these documents are then verified using your
biometric data via our sub-processor Jumio (Software)
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